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Port Moresby Grammar School 
Information Technology Department 

From the Desk of Mr. Arnell de Asis 
 

2020 Gr12 ICT SOE Homework 1 
 
Introduction to OSI Model 
 
Instructions 
 
1. Print all the enclosed pdf documents and take time to read these materials. 
 
2. The document named 'OSI Model CW' is a crossword puzzle.  Fill this one up. 
 
3.  Submit finished crossword puzzle on or before 1 May 2020.  
 
Note that you can submit either of the two (2) methods below. 
 

 Submit as an attachment to an email message to ithead@pomgrammar.ac.pg, with a 
required subject header -- OSI  Model CW 

 

 Enclosed it to a labelled envelop indicating your name, class and subject ... refer to below 
label, drop it to a drop box in school reception office area  
 
 

         (your name) (grade/class) ICT - Mr. de Asis 
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Introduction to OSI Model 

 
In the beginning, the development of networks was chaotic. Each vendor had its own proprietary 
solution. The bad part was that one vendor’s solution was not compatible with another vendor’s 
solution. This is where the idea for the OSI model was born, having a layered approach to 
networks our hardware vendors would design hardware for the network, and others could develop 
software for the application layer. Using an open model which everyone agrees on means we can 
build networks that are compatible with each other. 
 
To fix this problem the International Organization for Standardization (ISO) researched different 
network models and the result is the OSI-model which was released in 1984. Nowadays most 
vendors build networks based on the OSI model and hardware from different vendors is 
compatible….excellent! 
 
The OSI-model isn’t just a model to make networks compatible; it’s also one of the BEST ways to 
teach people about networks. Keep this in mind since when you are studying networking you will 
see people refer a lot to the OSI model. 
 
Here’s what the OSI model looks like: 
 

This is the OSI-model which has seven layers; 
we are working our way from the bottom to the 
top. Let’s start at the physical layer: 
 

 Physical Layer: This layer describes stuff 
like voltage levels, timing, physical data rates, 
physical connectors and so on. Everything you 
can “touch” since it’s physical. 

 Data Link: This layer makes sure data is 
formatted the correct way, takes care of error 
detection and makes sure data is delivered 
reliably. This might sound a bit vague, but for 
now, try to remember this is where “Ethernet” 
lives. MAC Addresses and Ethernet frames are 
on the Data Link layer. 

 Network: This layer takes care of 
connectivity and path selection (routing). This 
is where IPv4 and IPv6 live. Every network 
device needs a unique address on the 
network. 

 Transport: The transport layer takes care 
of transport. When you downloaded this lesson 

from the Internet the webpage was sent in segments and transported to your computer. 
TCP lives here; it’s a protocol which sends data in a reliable way. UDP lives here; it’s a 
protocol which sends data in an unreliable way. 
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I’m taking a short break here, these four layers that I just described are important for 
networking, and the upper three layers are about applications. 
 

 Session: The session layer takes care of establishing, managing and termination of 
sessions between two hosts. When you are browsing a website on the internet you are 
probably not the only user of the webserver hosting that website. This webserver needs 
to keep track of all the different “sessions”. 

 Presentation: This one will make sure that information is readable for the application 
layer by formatting and structuring the data. Most computers use the ASCII table for 
characters. If another computer would use another character like EBCDIC then the 
presentation layer needs to “reformat” the data so both computers agree on the same 
characters. 

 Application: Here are your applications. E-mail, browsing the web (HTTP), FTP and 
many more. 

 
“People Do Need To See Pamela Anderson” 

 
This one normally gives me more smiles when I’m teaching CCNA in class and it’s another 
way to remember the OSI-Model. 
 
P = Physical 
D = Data Link 
N = Network 
T = Transport 
S = Session 
P = Presentation 
A = Application 
 
Remember that you can’t skip any layers in the OSI-model, it’s impossible to jump from the 
Application layer directly to the Network layer. You always need to go through all the layers to 
send data over the network. 
 
Let’s take a look at a real-life example of data transmission: 
 
 

1. You are sitting behind your computer and want to download some files of a local 
webserver. You start up your web browser and type in the URL of your favorite website. 
Your computer will send a message to the web server requesting a certain web page. 
You are now using the HTTP protocol which lives on the application layer. 

2. The presentation layer will structure the information of the application in a certain 
format. 

3. The session layer will make sure to separate all the different sessions. 
4. Depending on the application, you want a reliable (TCP) or unreliable (UDP) protocol to 

transfer data towards the web server. In this case, it’ll choose TCP since you want to 
make sure the webpage makes it to your computer. We’ll discuss TCP and UDP later. 

5. Your computer has a unique IP address (for example 192.168.1.1) and it will build an 
IP packet. This IP packet will contain all the data of the application, presentation and 
session layer. It also specifies which transport protocol it’s using (TCP in this case) and 
the source IP address (your computer 192.168.1.1) and the destination (the web 
server’s IP address). 
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6. The IP packet will be put into an Ethernet Frame. The Ethernet frame has a source 
MAC address (your computer) and the destination MAC address (web server). More 
about Ethernet and MAC addresses later. 

7. Finally, everything is converted into bits and sent down the cable using electric signals. 
 
Once again, you are unable to “skip” any layers of the OSI model. You always have to work your 
way through ALL layers. If you want a real-life story converted to networking land just think about 
the postal service: 
 

1. First, you write a letter. 
2. You put the letter in an envelope. 
3. You write your name and the name of the receiver on the envelope. 
4. You put the envelope in the mailbox. 
5. The content of the mailbox will go to the central processing office of the postal service. 
6. Your envelope will be delivered to the receiver. 
7. They open the envelope and read its contents. 

 
If you put your letter directly in the mailbox it won’t be delivered. Unless someone at the postal 
office is friendly enough to deliver it anyway, in network-land it doesn’t work this way! Going from 
the application layer all the way down to the physical layer is what we call encapsulation. Going 
from the physical layer and working your way up to the application layer is called de-
encapsulation. 
 
Now you know about the OSI-model, the different layers and the function of each layer. During 
peer-to-peer communication, each layer has ‘packets of information’. We call these protocol data 
units (PDU). Now every unit has a different name on the different layers: 
 
 

 Transport layer: Segments; For example, we talk about TCP segments. 

 Network layer: Packets; For example, we talk about IP packets here. 

 Data link layer: Frames; For example, we talk about Ethernet frames here. 
 
This is just terminology, so don’t mix up talking about IP frames and Ethernet packets… 
 
 
 
 
 
 
 
 
 
REFERENCE 
 
https://networklessons.com/cisco/ccna-routing-switching-icnd1-100-105 
 

https://networklessons.com/cisco/ccna-routing-switching-icnd1-100-105
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The OSI Model 7 Layers 
 

For IT professionals, the seven layers (shown on 
the picture on the left) refer to the Open Systems 
Interconnection (OSI) model, a conceptual 
framework that describes the functions of a 
networking or telecommunication system. 
 
The model uses layers to help give a visual 
description of what is going on with a particular 
networking system. This can help network 
managers narrow down problems (Is it a physical 
issue or something with the application?), as well 
as computer programmers (when developing an 

application, which other layers does it need to work with?). Tech vendors selling new products will 
often refer to the OSI model to help customers understand which layer their products work with or 
whether it works “across the stack”. 
 
Conceived in the 1970s when computer networking was taking off, two separate models were 
merged in 1983 and published in 1984 to create the OSI model that most people are familiar with 
today. Most descriptions of the OSI model go from top to bottom, with the numbers going from 
Layer 7 down to Layer 1. The layers, and what they represent, are as follows: 
 
Layer 7 - Application 
 
To further our bean dip analogy, the Application Layer is the one at the top - it’s what most users 
see. In the OSI model, this is the layer that is the “closest to the end user”. Applications that work 
at Layer 7 are the ones that users interact with directly. A web browser (Google Chrome, Firefox, 
Safari, etc.) or other app - Skype, Outlook, Office - are examples of Layer 7 applications. 
 
Layer 6 – Presentation 
 
The Presentation Layer represents the area that is independent of data representation at the 
application layer - in general, it represents the preparation or translation of application format to 
network format, or from network formatting to application format. In other words, the layer 
“presents” data for the application or the network. A good example of this is encryption and 
decryption of data for secure transmission - this happens at Layer 6. 
 
Layer 5 – Session 
 
When two devices, computers or servers need to “speak” with one another, a session needs to 
be created, and this is done at the Session Layer. Functions at this layer involve setup, 
coordination (how long should a system wait for a response, for example) and termination 
between the applications at each end of the session. 
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Layer 4 – Transport 
 
The Transport Layer deals with the coordination of the data transfer between end systems and 
hosts. How much data to send, at what rate, where it goes, etc. The best known example of the 
Transport Layer is the Transmission Control Protocol (TCP), which is built on top of the Internet 
Protocol (IP), commonly known as TCP/IP. TCP and UDP port numbers work at Layer 4, while IP 
addresses work at Layer 3, the Network Layer. 
 
Layer 3 - Network 
 
Here at the Network Layer is where you’ll find most of the router functionality that most 
networking professionals care about and love. In its most basic sense, this layer is responsible for 
packet forwarding, including routing through different routers. You might know that your Boston 
computer wants to connect to a server in California, but there are millions of different paths to 
take. Routers at this layer help do this efficiently. 
 
Layer 2 – Data Link 
 
The Data Link Layer provides node-to-node data transfer (between two directly connected 
nodes), and also handles error correction from the physical layer. Two sublayers exist here as 
well - the Media Access Control (MAC) layer and the Logical Link Control (LLC) layer. In the 
networking world, most switches operate at Layer 2. 
 
Layer 1 - Physical 
 
At the bottom of our OSI bean dip we have the Physical Layer, which represents the electrical 
and physical representation of the system. This can include everything from the cable type, radio 
frequency link (as in an 802.11 wireless systems), as well as the layout of pins, voltages and 
other physical requirements. When a networking problem occurs, many networking pros go right 
to the physical layer to check that all of the cables are properly connected and that the power 
plug hasn’t been pulled from the router, switch or computer, for example. 
 
 
Why you need to know the 7 OSI layers 
 
Most people in the IT space will likely need to know about the different layers when they’re going 
for their certifications, much like a civics student needs to learn about the three branches of the 
U.S. government. After that, you hear about the OSI model when vendors are making pitches 
about which layer(s) their products work with. 
 
In a Quora post asking about the purpose of the OSI model, Vikram Kumar answered this way: 
 
“The purpose of the OSI reference model is to guide vendors and developers so the digital 
communication products and software programs they create will interoperate, and to facilitate 
clear comparisons among communications tools.” 
 
While some people may argue that the OSI model is obsolete (due to its theoretical nature and 
less important than the 4 layers of the TCP/IP model), Kumar says that “it is difficult to read about 
networking technology today without seeing references to the OSI model and its layers, because 
the model’s structure helps to frame discussions of protocols and contrast various technologies.” 
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If you can understand the OSI model and its layers, you can also then understand which 
protocols and devices can interoperate with each other when new technologies are developed 
and explained. 
 
 
 
 
 
 
 
REFERENCE 
Keith Shaw  https://www.networkworld.com/article/3239677 
 

https://www.networkworld.com/article/3239677
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OSI Model Layer 1 Physical 
 
Physical layer is the lowest layer of the OSI reference model. It is responsible for sending bits 
from one computer to another. This layer is not concerned with the meaning of the bits and deals 
with the setup of physical connection to the network and with transmission and reception of 
signals. 
 
Functions of Physical Layer 
 
Following are the various functions performed by the Physical layer of the OSI model. 
 

1. Representation of Bits: Data in this layer consists of stream of bits. The bits must be 
encoded into signals for transmission. It defines the type of encoding i.e. how 0's and 1's 
are changed to signal. 

2. Data Rate: This layer defines the rate of transmission which is the number of bits per 
second. 

3. Synchronization: It deals with the synchronization of the transmitter and receiver. The 
sender and receiver are synchronized at bit level. 

4. Interface: The physical layer defines the transmission interface between devices and 
transmission medium. 

5. Line Configuration: This layer connects devices with the medium: Point to Point 
configuration and Multipoint configuration. 

6. Topologies: Devices must be connected using the following topologies: Mesh, Star, Ring 
and Bus. 

7. Transmission Modes: Physical Layer defines the direction of transmission between two 
devices: Simplex, Half Duplex, Full Duplex. 

8. Deals with baseband and broadband transmission. 
 
 

REFERENCE 
https://www.studytonight.com/computer-networks/osi-model-physical-layer 

https://www.studytonight.com/computer-networks/osi-model-physical-layer
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OSI Model Layer 2 Data Link 
 
The data link layer is used for the encoding, decoding and logical organization of data bits. Data 
packets are framed and addressed by this layer, which has two sublayers. 
 
The data link layer's first sublayer is the media access control (MAC) layer. It is used for source 
and destination addresses. The MAC layer allows the data link layer to provide the best data 
transmission vehicle and manage data flow control. 
 
The data link layer's second sublayer is the logical link control. It manages error checking and 
data flow over a network. 
 
The data link layer frame includes source and destination addresses, data length, start signal or 
indicator and other related Ethernet information to enhance communication. This layer's main 
responsibility is to transfer data frames between nodes over a network. 
 
Data link layer performs the most reliable node to node delivery of data. It forms frames from the 
packets that are received from network layer and gives it to physical layer. It also synchronizes 
the information which is to be transmitted over the data. Error controlling is easily done. The 
encoded data are then passed to physical. 
 
Error detection bits are used by the data link layer. It also corrects the errors. Outgoing messages 
are assembled into frames. Then the system waits for the acknowledgements to be received after 
the transmission. It is reliable to send message. 
 
The main task of the data link layer is to transform a raw transmission facility into a line that 
appears free of undetected transmission errors to the network layer. It accomplishes this task by 
having the sender break up the input data into data frames(typically a few hundred or few 
thousand bytes) and transmit the frames sequentially. If the service is reliable, the receiver 
confirms correct receipt of each frame by send back an acknowledgement frame. 
 
Functions of Data Link Layer 
 

1. Framing: Frames are the streams of bits received from the network layer into manageable 
data units. This division of stream of bits is done by Data Link Layer. 

2. Physical Addressing: The Data Link layer adds a header to the frame in order to define 
physical address of the sender or receiver of the frame, if the frames are to be distributed 
to different systems on the network. 

3. Flow Control: A flow control mechanism to avoid a fast transmitter from running a slow 
receiver by buffering the extra bit is provided by flow control. This prevents traffic jam at 
the receiver side. 

4. Error Control: Error control is achieved by adding a trailer at the end of the frame. 
Duplication of frames are also prevented by using this mechanism. Data Link Layers adds 
mechanism to prevent duplication of frames. 

5. Access Control: Protocols of this layer determine which of the devices has control over the 
link at any given time, when two or more devices are connected to the same link. 
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REFERENCE 
 
https://www.techopedia.com/definition/18698/data-link-layer 
https://www.studytonight.com/computer-networks/osi-model-datalink-layer 
 
 

https://www.techopedia.com/definition/18698/data-link-layer
https://www.studytonight.com/computer-networks/osi-model-datalink-layer
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OSI Model Layer 3 Network 
 
The network layer is the third level of the Open Systems Interconnection Model (OSI Model) and 
the layer that provides data routing paths for network communication. Data is transferred in the 
form of packets via logical network paths in an ordered format controlled by the network layer. 
 
Logical connection setup, data forwarding, routing and delivery error reporting are the network 
layer’s primary responsibilities. 
 
The network layer is considered the backbone of the OSI Model. It selects and manages the best 
logical path for data transfer between nodes. This layer contains hardware devices such as 
routers, bridges, firewalls and switches, but it actually creates a logical image of the most efficient 
communication route and implements it with a physical medium. 
 
Network layer protocols exist in every host or router. The router examines the header fields of all 
the IP packets that pass through it. 
 
Internet Protocol and Netware IPX/SPX are the most common protocols associated with the 
network layer. 
 
In the OSI model, the network layer responds to requests from the layer above it (transport layer) 
and issues requests to the layer below it (data link layer). 
 
Internet Protocol (IP Address) 
 
An Internet Protocol address (IP address) is a logical numeric address that is assigned to every 
single computer, printer, switch, router or any other device that is part of a TCP/IP-based 
network. 
 
The IP address is the core component on which the networking architecture is built; no network 
exists without it. An IP address is a logical address that is used to uniquely identify every node in 
the network. Because IP addresses are logical, they can change. They are similar to addresses in 
a town or city because the IP address gives the network node an address so that it can 
communicate with other nodes or networks, just like mail is sent to friends and relatives. 
 
An IP address is the most significant and important component in the networking phenomena that 
binds the World Wide Web together. The IP address is a numeric address assigned to every 
unique instance that is connected to any computer communication network using the TCP/IP 
communication protocols. 
 
Network nodes are assigned IP addresses by the Dynamic Host Configuration Protocol server as 
soon as the nodes connect to a network. DHCP assigns IP addresses using a pool of available 
addresses which are part of the whole addressing scheme. Though DHCP only provides 
addresses that are not static, many machines reserve static IP addresses that are assigned to 
that entity forever and cannot be used again. 



 

Page 2 of 2     OSI_3Network   4/21/2020 9:13:30 PM       adeasis 

An example of an IP Address 

 
 
 
 
 
 
REFERENCE 
 
https://www.techopedia.com/definition/24204/network-layer 
 
https://www.techopedia.com/definition/2435/internet-protocol-address-ip-address 
 
 

https://www.techopedia.com/definition/24204/network-layer
https://www.techopedia.com/definition/2435/internet-protocol-address-ip-address
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OSI Model Layer 4 Transport 
 
 
 
The transport layer is the layer in the open system interconnection (OSI) model responsible for 
end-to-end communication over a network. It provides logical communication between application 
processes running on different hosts within a layered architecture of protocols and other network 
components. 
 
The transport layer is also responsible for the management of error correction, providing quality 
and reliability to the end user. This layer enables the host to send and receive error corrected 
data, packets or messages over a network and is the network component that allows 
multiplexing. 
 
In the OSI model, the transport layer is the fourth layer of this network structure. 
 
Transport layers work transparently within the layers above to deliver and receive data without 
errors. The send side breaks application messages into segments and passes them on to the 
network layer. The receiving side then reassembles segments into messages and passes them to 
the application layer. 
 
The transport layer can provide some or all of the following services: 
 
 

 Connection-Oriented Communication: Devices at the end-points of a network 
communication establish a handshake protocol to ensure a connection is robust before 
data is exchanged. The weakness of this method is that for each delivered message, there 
is a requirement for an acknowledgment, adding considerable network load compared to 
self-error-correcting packets. The repeated requests cause significant slowdown of 
network speed when defective byte streams or datagrams are sent. 

 Same Order Delivery: Ensures that packets are always delivered in strict sequence. 
Although the network layer is responsible, the transport layer can fix any discrepancies in 
sequence caused by packet drops or device interruption. 

 Data Integrity: Using checksums, the data integrity across all the delivery layers can be 
ensured. These checksums guarantee that the data transmitted is the same as the data 
received through repeated attempts made by other layers to have missing data resent. 

 Flow Control: Devices at each end of a network connection often have no way of knowing 
each other's capabilities in terms of data throughput and can therefore send data faster 
than the receiving device is able to buffer or process it. In these cases, buffer overruns can 
cause complete communication breakdowns. Conversely, if the receiving device is not 
receiving data fast enough, this causes a buffer underrun, which may well cause an 
unnecessary reduction in network performance. 

 Traffic Control: Digital communications networks are subject to bandwidth and processing 
speed restrictions, which can mean a huge amount of potential for data congestion on the 
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network. This network congestion can affect almost every part of a network. The transport 
layer can identify the symptoms of overloaded nodes and reduced flow rates. 

 Multiplexing: The transmission of multiple packet streams from unrelated applications or 
other sources (multiplexing) across a network requires some very dedicated control 
mechanisms, which are found in the transport layer. This multiplexing allows the use of 
simultaneous applications over a network such as when different internet browsers are 
opened on the same computer. In the OSI model, multiplexing is handled in the service 
layer. 

 Byte orientation: Some applications prefer to receive byte streams instead of packets; the 
transport layer allows for the transmission of byte-oriented data streams if required. 

 
 
 
 
REFERENCE 
 
https://www.techopedia.com/definition/9760/transport-layer 
 

https://www.techopedia.com/definition/9760/transport-layer
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OSI Model Layer 6 Session 
 
In the Open Systems Interconnection (OSI) model, the session layer is the fifth layer, which 
controls the connections between multiple computers. The session layer tracks the dialogs 
between computers, which are also called sessions. This layer establishes, controls and ends the 
sessions between local and remote applications. 
 
The session layer manages a session by initiating the opening and closing of sessions between 
end-user application processes. This layer also controls single or multiple connections for each 
end-user application, and directly communicates with both the presentation and the transport 
layers. The services offered by the session layer are generally implemented in application 
environments using remote procedure calls (RPCs). 
 
Sessions are most commonly implemented on Web browsers using protocols such as the Zone 
Information Protocol, the AppleTalk Protocol and the Session Control Protocol. These protocols 
also manage session restoration through checkpointing and recovery. 
 
The session layer supports full-duplex and half-duplex operations and creates procedures for 
checkpointing, adjournment, restart and termination. The session layer is also responsible for 
synchronizing information from different sources. For example, sessions are implemented in live 
television programs in which the audio and video streams emerging from two different sources 
are merged together. This avoids overlapping and silent broadcast time. 
 
The Session Layer allows users on different machines to establish active communication 
sessions between them. 
 
It's main aim is to establish, maintain and synchronize the interaction between communicating 
systems. Session layer manages and synchronize the conversation between two different 
applications. In Session layer, streams of data are marked and are resynchronized properly, so 
that the ends of the messages are not cut prematurely and data loss is avoided. 
 
Functions of Session Layer 
 

 Dialog Control : This layer allows two systems to start communication with each other in 
half-duplex or full-duplex. 

 Token Management: This layer prevents two parties from attempting the same critical 
operation at the same time. 

 Synchronization : This layer allows a process to add checkpoints which are considered as 
synchronization points into stream of data. Example: If a system is sending a file of 800 
pages, adding checkpoints after every 50 pages is recommended. This ensures that 50 
page unit is successfully received and acknowledged. This is beneficial at the time of crash 
as if a crash happens at page number 110; there is no need to retransmit 1 to100 pages. 
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Design Issues with Session Layer 
 

 To allow machines to establish sessions between them in a seamless fashion. 

 Provide enhanced services to the user. 

 To manage dialog control. 

 To provide services such as Token management and Synchronization. 
 
Duplex Communication 
 
Communication between people has evolved. Many years ago, the only way we were able to 
communicate was by written letter or in person; then, we were able to communicate by radio; 
then, the telephone came about; finally, the Internet was introduced as form of communication. 
The radio, the telephone and various forms of communication over the Internet are either full-
duplex or half-duplex methods. Full and half-duplex communication methods are similar in some 
ways, but different in others. 
 
Full-duplex means of communication, such as telephones, Internet voice calls and video calls, are 
capable of sending and receiving messages over the same channel at the same time, PC 
Magazine reports. In digital networks, full-duplex is attained with two pairs of wires. In analog 
networks, or digital networks that use a carrier, full-duplex is attained by dividing the line's 
bandwidth into a sending frequency and a receiving frequency, the Farlex Encyclopedia reports. 
 
Half-duplex means of communication, such as walkie-talkies and two-way radios, are capable of 
sending and receiving messages; but they cannot send and receive simultaneously and only one 
party can speak at a time, according to Top Bits. Some answering machines that have a call-back 
mechanism are also half-duplex devices. Any device where the user can speak to another user, 
but the other user has to wait his turn to respond, is a half-duplex device, Business Dictionary 
reports. 
 
 
REFERENCE 
https://www.techopedia.com/definition/9322/session-layer 
https://www.studytonight.com/computer-networks/osi-model-session-layer 
https://bizfluent.com/info-7982432-full-duplex-vs-half-duplex.html 

https://www.techopedia.com/definition/9322/session-layer
https://www.studytonight.com/computer-networks/osi-model-session-layer
https://bizfluent.com/info-7982432-full-duplex-vs-half-duplex.html
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OSI Model Layer 6 Presentation 
 
The presentation layer is layer 6 of the 7-layer Open Systems Interconnection (OSI) model. It is 
used to present data to the application layer (layer 7) in an accurate, well-defined and 
standardized format. 
 
The presentation layer is sometimes called the syntax layer. 
 
The presentation layer is responsible for the following: 
 
    Data encryption/decryption 
    Character/string conversion 
    Data compression 
    Graphic handling 
 
The presentation layer mainly translates data between the application layer and the network 
format. Data can be communicated in different formats via different sources. Thus, the 
presentation layer is responsible for integrating all formats into a standard format for efficient and 
effective communication. 
 
The presentation layer follows data programming structure schemes developed for different 
languages and provides the real-time syntax required for communication between two objects 
such as layers, systems or networks. The data format should be acceptable by the next layers; 
otherwise, the presentation layer may not perform correctly. 
 
Network devices or components used by the presentation layer include redirectors and gateways. 
 
Data Encryption and Decryption 
 
Encryption is the process of translating plain text data (plaintext) into something that appears to 
be random and meaningless (ciphertext). Decryption is the process of converting ciphertext back 
to plaintext. 
 
To encrypt more than a small amount of data, symmetric encryption is used. A symmetric key is 
used during both the encryption and decryption processes. To decrypt a particular piece of 
ciphertext, the key that was used to encrypt the data must be used. 
 
The goal of every encryption algorithm is to make it as difficult as possible to decrypt the 
generated ciphertext without using the key. If a really good encryption algorithm is used, there is 
no technique significantly better than methodically trying every possible key. For such an 
algorithm, the longer the key, the more difficult it is to decrypt a piece of ciphertext without 
possessing the key. 
 
It is difficult to determine the quality of an encryption algorithm. Algorithms that look promising 
sometimes turn out to be very easy to break, given the proper attack. When selecting an 
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encryption algorithm, it is a good idea to choose one that has been in use for several years and 
has successfully resisted all attacks. 
 
Character/string conversion 
 
Computers process data and communication networks transmit data, so we need to be clear 
about what data is. We can regard it as sequences of 0's and 1's but with the provision that the 
sequences represent something. For example, they can represent numbers: 

(You should be sure that you can cope with decimal-to-binary and binary-to-decimal 
conversions.) 
 
They can represent alphanumeric characters. The American Standard Code for Information 
Exchange (ASCII) is one such representation. Part of this code is:  

 
By using this code, a text, such as that of an email, is converted to binary. (You should also find a 
complete table for the ASCII code in a textbook and familiarise yourself with it. Note that it 
provides data representations not only for alphabetic characters but also for communication 
symbols such as ACK and NAK.) 
 
Strings of 0's and 1's can also represent colours (to see this, just replace the capital letters in the 
table above with the names of colours) or objects in a drawing program, for example (replace the 
capitals with Line, Rectangle, Oval, etc). Thus, a coloured image can be converted to binary by 
listing in some defined order the codes for the colours of its pixels. A graphic can be converted to 
data by listing the codes for the objects that it consists of. 
 
We know that computers store the results of their computations in files. Because just about 
everything can be represented by a sequence of 0's and 1's, files tend to look much the same 
whatever their intended meaning. The content of a text file is just a list of the ASCII codes for text 
symbols, while an image file contains a list of codes for colours. For this reason, it is essential to 
know what the contents of a file represent before the file can be (properly) used. 
 
A computer network is responsible for transmission of these 1's and 0's from one device to 
another device.  
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Data conversion 
 
There are different types of operating systems such as Windows, Linux, Mac OS etc. are being 
used all around the world. Data conversion is, thus, responsible for the conversion of computer 
data from one format to another. 
 
Different computers encode data in different ways on the basis of certain standards. On top of 
that, each computer program handles data in a different manner. Data conversion comes in 
handy in those situations when the representation of data is needed on different platforms. 
 
The presentation layer can be composed of two sublayers: common application service element 
(CASE) and specific application service element (SASE). 
 
The common application service element sublayer provides services for the application layer and 
request services from the session layer. It provides support for common application services 
whereas the specific application service element sublayer provides application specific services 
(protocols) like remote database access, file transfer, virtual terminal. 
 
Data compression 
 
Data compression is also known by different names like source coding or bit-rate reduction. As 
evident from these names, data compression involves encoding information using fewer bits than 
the original representation. So in this way, the data compression can be either lossy or lossless. 
 
Even though lossless compression reduces bits by identifying and eliminating statistical 
redundancy, no data information is lost in the lossless compression. 
 
On the other hand, the lossy compression reduces bits by identifying unnecessary information 
and removing it. 
 
Data compression is useful in computer networks because it helps in the following ways: 
 

 Reducing resource usages such as data storage space or transmission capacity. B 

 Reducing the need for an expensive hardware for the data representation. For example, if 
a video is highly compressed before transmission, an expensive hardware might be 
required to decompress the video data before playing it. 

 
Thus, data compression is also very helpful in real-time applications over the internet like real-
time video or audio streaming. 
 
REFERENCE 
 
https://www.techopedia.com/definition/24205/open-systems-interconnection-model-osi-model 
 
https://www.cs.uct.ac.za/mit_notes/networks/htmls/chp01.html 
 
https://fossbytes.com/presentation-layer-of-osi-model/ 
 
 
 

https://www.techopedia.com/definition/24205/open-systems-interconnection-model-osi-model
https://www.cs.uct.ac.za/mit_notes/networks/htmls/chp01.html
https://fossbytes.com/presentation-layer-of-osi-model/


 

Page 1 of 3     OSI_Application   4/21/2020 4:47:20 AM       adeasis 

Port Moresby Grammar School 
Information Technology Department 

From the Desk of Mr. Arnell de Asis 
 

OSI Model Layer 7 Application 
 
The application layer is a layer in the Open Systems Interconnection (OSI) seven-layer model 
and in the TCP/IP protocol suite. It consists of protocols that focus on process-to-process 
communication across an IP network and provides a firm communication interface and end-user 
services. 
 
The application layer is the seventh layer of the OSI model and the only one that directly interacts 
with the end user. 
 
The application layer provides many services, including: 
 

 Simple Mail Transfer Protocol 

 File transfer 

 Web surfing 

 Web chat 

 Email clients 

 Network data sharing 

 Virtual terminals 

 Various file and data operations 
 
The application layer provides full end-user access to a variety of shared network services for 
efficient OSI model data flow. This layer has many responsibilities, including error handling and 
recovery, data flow over a network and full network flow. It is also used to develop network-based 
applications. 
 
More than 15 protocols are used in the application layer, including File Transfer Protocol, Telnet, 
Trivial File Transfer Protocol and Simple Network Management Protocol. 
 
Its major network device or component is the gateway. 
 
Protocol 
 
A protocol is a standard set of rules that allow electronic devices to communicate with each other. 
These rules include what type of data may be transmitted, what commands are used to send and 
receive data, and how data transfers are confirmed. 
 
You can think of a protocol as a spoken language. Each language has its own rules and 
vocabulary. If two people share the same language, they can communicate effectively. Similarly, 
if two hardware devices support the same protocol, they can communicate with each other, 
regardless of the manufacturer or type of device. For example, an Apple iPhone can send an 
email to an Android device using a standard mail protocol. A Windows-based PC can load a 
webpage from a Unix-based web server using a standard web protocol. 
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Protocols exist for several different applications. The two(2) most popular include the TCP/IP and 
the SMTP. 
 
Transmission Control Protocol/Internet Protocol (TCP/IP) 
 
Transmission Control Protocol/Internet Protocol (TCP/IP) is the language a computer uses to 
access the internet. It consists of a suite of protocols designed to establish a network of networks 
to provide a host with access to the internet. 
 
TCP/IP is responsible for full-fledged data connectivity and transmitting the data end to end by 
providing other functions, including addressing, mapping and acknowledgment. TCP/IP contains 
four layers, which differ slightly from the OSI model. 
 
The technology is so common that one would rarely use the full name. In other words, in common 
usage the acronym is now the term itself. 
 
Nearly all computers today support TCP/IP. TCP/IP is not a single networking protocol – it is a 
suite of protocols named after the two most important protocols or layers within it – TCP and IP. 
 
As with any form of communication, two things are needed: a message to transmit and the means 
to reliably transmit the message. The TCP layer handles the message part. The message is 
broken down into smaller units, called packets, which are then transmitted over the network. The 
packets are received by the corresponding TCP layer in the receiver and reassembled into the 
original message. 
 
The IP layer is primarily concerned with the transmission portion. This is done by means of a 
unique IP address assigned to each and every active recipient on the network. 
 
TCP/IP is considered a stateless protocol suite because each client connection is newly made 
without regard to whether a previous connection had been established. 
 
Simple Mail Transfer Protocol (SMTP) 
 
Simple Mail Transfer Protocol (SMTP) is the standard protocol for email services on a TCP/IP 
network. SMTP provides the ability to send and receive email messages. 
 
SMTP is an application-layer protocol that enables the transmission and delivery of email over the 
Internet. SMTP is created and maintained by the Internet Engineering Task Force (IETF). 
 
Simple Mail Transfer Protocol is also known as RFC 821 and RFC 2821. 
 
SMTP is one of the most common and popular protocols for email communication over the 
Internet and it provides intermediary network services between the remote email provider or 
organizational email server and the local user accessing it. 
 
SMTP is generally integrated within an email client application and is composed of four key 
components: 
 

1. Local user or client-end utility known as the mail user agent (MUA) 
2. Server known as mail submission agent (MSA) 
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3. Mail transfer agent (MTA) 
4. Mail delivery agent (MDA) 

 
SMTP works by initiating a session between the user and server, whereas MTA and MDA provide 
domain searching and local delivery services. 
 
 
 
REFERENCE: 
 
https://www.techopedia.com/definition/24205/ 
 
https://techterms.com/definition/protocol 
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Across

4. osi layer that refer to the communication medium
such as wire

5. assigns IP addresses to nodes

6. plain text data

8. rate of transmission which is the number of bits
per second

9. stream of bits received from the network layer iinto
manageable data units

10. prevents data traffic jam at the receiver side

12. process of putting data on a 'packets of information'

16. osi layer that takes care of the data traffic flow

18. meaningless text

20. Internet Protocol
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Across

22. pdu on Data Link layer

23. media access control

25. pdu on transport layer

26. one way data transmission

27. ciphertext to plaintext

29. data bit-rate reduction

Down

1. osi layer the user interacts with

2. email protocol

3. osi layer where data are being encrypt and de-crypt

5. osi layer where data are formatted before it is send
to the wires or means of communication

7. osi layers where devices agrees on being
connected

11. Open System Interconnection

12. translating plaintext into something that appears to
be random and meaningless

13. protocol data unit

14. a logical numeric address that is assigned to every
device on a TCP/IP-based network

15. pdu on Network layer

17. two way data transmission

19. transmission of multiple data packet streams
across a network

21. osi layer where data actually travels

24. guarantees that the data transmitted is same as
the data received

25. the right to do an operation at a particular time
across the network

28. International Organization for Standardization


